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Abstract:- 

Cyber attacks have become common in the era of internet. And it is getting increased every year and damage 

from this is also increasing. Basically we can say cyber security threats are growing in frequency , diversity and 

complexity. Providing security against cyber-attacks becomes the most notable things of this digital world. So 

we can say that , ensuring cyber security is an extremely complex task as it requires more information like 

domain knowledge about the attacks and capability of analysing the possibility of threats . The main challenge 

of cybersecurity is the evolving nature of the attacks. Our paper mainly present the different threats in the cyber 

world that are in the current digital era and cyber security. The analysis made for cyber-attacks and their 

statistics shows the intensity of the attacks. Various cybersecurity threats are presented along with the machine 

learning algorithms that can be applied to cyber attacks detection. 
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I. Introduction:- 

A cyber security threat is a harmful act which is used to damage data, steal data , or disrupt digital life. 

Cyber threats consists of computer viruses, data breaches and other attack vectors. Cyber threats is the 

possibility of cyber attack which is done successfully and which aim to gain unauthorized access, damage, 

disrupt, or steal an asset of information technology , computer network , intellectual property or any other form 

of sensitive data. Cyber threats mainly done within an organization by trusted users or in the remote locations by 

unknown parties Now a days economy and critical infrastructure have become largely dependent on computer 

network and information technology solution. This is the reason why cyber attacks become more attractive and 

potentially more disaster because our dependency on information technology increasing day by day. According 

to the Symantec cybercrime report published in April 2012 cyberattacks cost US$ 114 billion each year .If the 

time lost by companies trying to recover from cyberattacks is counted, the total cost of Cyberattack would reach 

around us$385 billion. Victims of cyberattack are also growing. Based on the survey conducted by Symantec 

which involved interviewing 20,000 people across 24 countries,69% reported being the victim of a cyberattack 

in their lifetime .Symantec calculated that 14 adults become victim of a cyberattack every second ,or more than 

one million attacks everyday . 

 

Different Threats in cybersecurity:- 

A cybersecurity threat is a harmful attack which is done on purpose by an individual or organization to gain 

unauthorized network to damage, disrupt, or steal IT assets, computer networks, intellectual property, or 

any form of sensitive data . 

Types of cyber security threats are : - 

The types of cyber threats continue to grow, there are some of the most common cyberthreats are [1] 1)Malware 

Malware attacks are the most common cyber security threats. 

Malware is a malicious software, including spyware, ransomware, viruses, and worms, which gets 

installed into the system when the user clicks a dangerous link or email. Once inside the system, malware can 

block access to critical components of the net work, damage the system, and gather confidential 

information, among others. 
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some of the main types of malware attacks 
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In this review paper the major points discovered are the different threats in cyber world and different attack 

Which had been taken place in the past with some sort of solution. Moreover one major issue is most of the 

People don’t have idea about all these things and they get trapped . Now a day Use of online application get 

increased and cyber threats get increased too. So we have to increased the security and we have to work 

on the minimization of the issues (different threats people used to face now a days). 
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